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The next presentation provides a short overview of the German Counter IED
Database. At the beginning, Danny is talking about the identified problems
caused by the old approach, the main requirements and the frame conditions for
the new C-IED database.

The main part of the presentation shows how the new concept solves these
problems and gives some examples.

You are very welcome to ask your questions at the finishing Question/Answer
section. Danny is also prepared to explain the concept at a technical level.
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Background

Computer Science (University of Federal Armed Forces, DEU)
Operations Research (Naval Postgraduate School, USA)
Database Developer/Analyst at NATO HQ

Chief Analyst at RC North, ISAF

Current Assignment

Operations Research Analyst at BWJFOCOM C-IED Center

Main Tasks

Supporting the C-IED Exploitation Process with Quantitative Analysis
Implementation of the DEU C-IED database

Collecting data in Theatre
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Status of the DEU C-IED Database

Detailed requirements were defined by the end users
Each module was successfully tested by the responsible users/units
Since 01.01.2018: Life-Testing with real mission data from MLI

Starting OCT 2018: Stepwise including other units that are involved in the
exploitation process

Cooperation with NLD Defence Expertise Center Counter-IED

> Database, Workflow & User Front Ends match our requirements to 100%

Next Milestones (development):
« Connection between C-IED DB and ArcGIS-Server to automatically create
maps
« Connection between C-IED DB and MS Excel to automatically create
diagrams
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Problem Description

Solving the Problem

Advantage

Discussion

Backup: Complexity vs. User Friendly
Backup: C-IED Database, ER-Diagrams

Backup: Examples
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There are thousands of databases available, why developing a new one?

- Itis not just a database, it is a complete concept

- This concept fits exactly the responsibilities and internal workflows of the C-
IED community in DEU

Description of the Problem (excerpt):

- Over the years, attachments got lost or were stored several times

- Finding all relevant information to an incident was time-consuming

- Incidents were not comparable amongst different countries and/or over years
- Information domains were islands (HME, RC, TAG, etc.)

- Result: Collecting, cleaning and enriching information reduced the time
for the assessment.

- Assessments regarding knowledge transfer were limited
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“Must have”

Support internal processes

Apply quasi standard given by Technical Exploitation Lexicon
Modular, adaptable and flexible

Information profoundly linked

Central workspace for all units integrated in exploitation process
User und role concepts
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JEXEpIeNumber of Attachments per IED-Incident

Number of Attachments related to IED-Incidents in MLI
a0
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Of all IED-Incidents in MLI (2018):

« have 50% at least 5 attachments

- have 25% more than 12 attachments

Are you sure to have seen all related information before doing an assessment?
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- Independent of conducting Attack the Network (AtN) operations you need to
understand adversary networks.

- In order to “predict” the IED-development in a region, you need to analyze the
influence from other networks/groups (Knowledge transfer).

- Therefore your C-IED Analyst needs to know the relations between the different
Terrorist Armed Groups (TAG).

- JNIM:

rGeneraIInfnrmatic-n rMajorﬁmacks rName{:hanges rReIatiﬂns rSenianeader |

ama'a Musrat ul-lslam wa Islamic State in the Greater 2018-02-23 Affiliates
al-Muslimin’ Sahara

ama'a Nusrat ul-Islam wa Al-Mourabitoun 2017-03-22 IMerger
al-Muslimin’

ama'a Nusrat ul-Islam wa Al Qaeda in the Islamic 2017-03-03 Allies
al-Muslimin’ Maghreb

ama'a Musrat ul-Islam wa Ansar Dine 2017-03-02 IMerger
al-Muslimin’

ama'a Musrat ul-Islam wa [Macina Liberation Front 2017-03-02 IMerger
al-Muslimin’
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fGenerallnmrmatiun rMajnrAltacks rNﬂmeEhangea rﬂelatinns rSEIliDrLEEIdET |

Islamic State:

(12 of 73)

Badr Organization of The Islamic State 2015-06-01 Rivals
Eeconstruction and
Development
he Islamic State The Taliban 2015-04-30 Allies
Boko Haram The Islamic State 2015-03-07 Allies
aysh Rijal al-Tariga The Islamic State 2015-01-31 Rivals
al-Nagshbandia (JRTN)
he Islamic State Al Qaeda in the Arabian 2014-10-31 Rivals
[Peninsula
undullah The Islamic State 2014-10-31 Affiliates
nsar Beit al-Maqdis The Islamic State 2014-10-31 Affiliates
nsar al-Islam Syria The Islamic State 2014-09-30 Rivals
he Islamic State Tehreek-e-Taliban Pakistan 2014-00-30 Affiliates
Kata'ib Hezbollah The Islamic State 2014-08-31 Rivals
The lzlamir State M1A-N8 34 Bivals

Are you sure that your analyst considered all of them, before doing an
assessment on knowledge transfer?
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Each Incident gets stored following the same structure

: « 5W: WHERE, WHEN, WHAT, WHO, WHO
Incident
« Assessments
1
ddton
Event  Category: Explosion, Find, Cache, etc.
1
ll ll ton
IE.D-Type/ EeeEl e . Technical Categor?zat?on
Tactical Usage « Tactical Characterization

 (Casualties

NN ?



ISGllition: Comparable Information, Example
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« MLI, KOULIKORO, KTC

o 24.02.2019, 02:50z

« <Summary of the Incident>
 JNIM

* Infrastructure, Coalition Forces

Events in chronological Order
« Small Arms Fire
 Interdiction

« Explosion

IED for each Event (Example shows Event 3)
« Switch

Incident
1
ddton
Event
1
ll ll ton
IED-Type/ :
Tactical Usage Castiellies

« Main Charge
« Secondary, Domain

« Method of Employment
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- Attachments are organized by the database (no exception)

- Attachments are hierarchically structured:

* Incident - I.e. reports, movies, maps

« Technic - I.e. images of (components of) the IED
« Tactic - I.e. sketch, phases of attack

* Radio Controlled - signal characteristics

Level: Technic

- = qssw = COMING OUT OF THE CAP FINISHING IN A LOOP

SR
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Module: OMF Region Module: Blue

Person

Category |

Key Player

D
+ Name
+ Position

| Alias || Relation |

| Mame | Abbreviation | Comment |
Founding Year | Founder | Background information
] i

KeyPlayer Area of Ideclogy Name Relation with Activity/
Operation

other OMF IED Incident

Lockup Tables
Categoryal | A4 Module: Situation
Incident IED Related Incident
m‘:::a"u"(’f T Category | Region | Coord | Unit | FOE| Date-Time | Tactics | Technics | Assessment | Conclusion | Action
| Identification |
[1ntentof Actor | Employment J * * -
pm—— ] Module: Technique
Attachment
sensor Defeat | { < || es—=== =5 === ==5 ========3
Electrical Material Improvised
[Roleofien | _V_' .I | 'l ! I !
IDe‘laiIs l L_ Details :__ Details
Purposeof | HME 1 l
Device Mechanical | | Type | | commercial
[oetaits | 1 [oetaits | 1 | oetails

Lyte—e=1t Lo 4
Attack | 11 ) I — O
Geography feotor | [Military

. 1 1 L}
Environmental ¢ ! J

1

Incident .
Atmospherics Switch Initiator Main Charge | | Power

A I Source I Container Enhancements
Module: Tactic
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Comprehensive Approach:
« Joint Intelligence:
« Every piece of information is linked
« Every Analysts contributes directly to the complete picture

* Principle: Need to know
» Access to modules follows privileges of the user/of the role
« |If a user is not allowed the access a module, the relevant content is
aggregated and can be still be used i.e. as filter criteria

 Modules:
« That are accessible by a very restrictive group of people
« That are rarely used
« That require SME
are still embedded in the structure. These are:
 Module RED - “Terrorist Armed Groups”
 Module HME
 Module RC

BN 1
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IEGEpIeRestricted information vs. Aggregated Data

Raw Data:

|/General Information |/ Major Attacks r Hame Changes ﬁ Senior Leader
ma'a Musrat ul-lslam wa Islamic State in the Greater 2018-02-23 Affiliates Based on the increased cooperation on a tactici
-Muslimin' Sahara mortar teams of those TAGs as a positive side €
ma'a Musrat ul-lslam wa Al-Mourabitoun 2017-03-22 IMerger JMIM s a militant jinadist and terrorist organisati
-Muslimin' |Liberation Front, Al-Mourabitoun and the Sahar
after its leaders swore allegiance to Ayman al-Zi
ma'a Musrat ul-slam wa Al Qaeda in the Islamic 2017-03-03 Allies UNIM is a militant jihadist and terrorist organisati
-Muslimin' IMaghreb |Liberation Front, Al-Mourabitoun and the Sahar
after its leaders swore allegiance to Ayman al-Zi
ma'a Musrat ul-Islam wa Ansar Dine 2017-03-02 Merger UMM is & militant jihadist and terrorist organisati
-Muslimin' |Liberation Front, Al-Mourabitoun and the Sahar
after its leaders swore allegiance to Ayman al-Zi
ma'a Musrat ul-Islam wa [Macina Liberation Front 2017-03-02 Merger INIM is & militant jihadist and terrorist organisati
-Muslimin' Liberation Front, A-Mourabitoun and the Sahar
fter its leaders swore allegiance to Ayman al-Zi

Aqqgregated Data:

Al-Mourabitoun
Jama'a Husrat ul-lslam wa al-Muslimin' w | |Merger w | Ansar Dine
Macina Liberation Front (MLF)

Type of Relation
Jama'a Nusrat uldslam wa al-Muslimin' or TAG with realtion: rl.'lergerm”@5

Rivals
Split
Merger
Affiliates
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Raw Data.:
| Switch [ Initiator | Power Source | Container | Enhancement | Bearing
||x ‘Ammonium Nitrat Fuel Oil (AnFO) |v|2[m Hzm |“g =
. f HME Components:
7< |Ammonium Nitrate,NHANO3 vlro [z %
4= X |Auminiumal > |1 HE | %
K Mineralél w |25 |:[29 | %

Contaminations:

4  X[esense vz |:|3 | mail

Add new HME Configuration |
4] Il 1]

LGeneraIInfonnation _
Aggregated Data:

[4]

Ammoniwm Nitrate -

HME Component
JAluminium
Ammonium Hitrate
Bleinitrat
Calciumcarbonat
Dimethylketon
Essigsaure

I 1 svconon

|4 ]
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Incident

1

11ton

Event

!

11 ton

IED-Type/

Tactical Usage

Casualties
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|| C-IED Database, connected as 101175

Assessment x INC 2019-01-15 =

= |'lIED-Incident:
Country Yemen A 15.01.2019 -
AOR not selected - WHO attack . A
LOC/Route not selected nA Houthi Movd O Eve nt 1 u EXD I OS I O n
ADM1 Al Jawf = WHOAMHAT
: rere « 1 Emplaced IED, no further
City (Referencing ADM1) | Armed Forc] !
Selected City Al Matun (38QMC5562494492; (16,231,44,585)) Q Security Fol i nfo rm ati O n
o [ |El | |D|stance w |Direction |v‘ Specific Kin)
Lat/Lon (WGS24) [16.220801 |1 |44.584538 | Delete
MGRS 38QMC556944 Q ° 2 W I A S F

e —— . 1KIASF :

Add new Event

. Events Categorization

IED-Events associated with this Incident

|Explos\on

Primary Event

Event 1 {primary) *| IED Spezification

[ED Min[1 [+ [Max[s v} ink toDetailed View

Tactical Characterization Primary Land Methode of Emplacement

Casualties
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| C-IED Database, connected as 10117518

Assessment x INC 2019-02-24 x

- | [IED-Incident:

Country Mali h 24022019

v mouf o Event 1: SAF
LOC/Route not selected - Jama'a Nus| ~

ADM1 Koulikoro - WHONVHAT (Y O C M/I E D
ADM2 not selected - Infrastructul

City (Referencing ADM1) |

==« OCAS
SEEEEED Coalition Fo
o O |D ‘ ‘D\stance w | Direction "| EUTM . .
LatiLon (WGS84) [12.882614 Ji |7543826 | Delete ®\ ° Eve nt 2 . I nte rd |Ct|0n
MGRS 29PPQ 57999 24502 L
« 1SVBIED
information | Workflow | Attachments
Add new Event e
— * 1x Switch

IED-Events associated with this Incident

- - « 2x MC (HME, Det Cord)

IED Spezification

Event 2 i =
; « 3x Container
‘IED Min[4[v[Max[1 T |Link to Detailed View

o o cmeens| © - EVENTE 37 EXplOSion

T | O s - 1SVBIED

. » 1x Switch

« 2x MC (HME, Det Cord)
« 3x Container

« 2X KIAINS

« 3XWIACF

Armed Forces Insurgent

.
Armed Forces Coalition Force EUTM (Y 1X KI I I e d ( IV
Civilian National

4 T [ D] |

BN 2
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7 , connected as
| Main | assessment x| INC 2013-04-14

MWHEN
Country Mali - 14.04.2013 A .
; wue| IED-INCidENt:
LOCiRoute not selected ~ Jama'a Nug

— Event 1: IDF
ADM1 Tombouctou -~ WHOMHAT .
ADM2 not selected v Infrastructuy

",

| o « 1x MC (CM, Mortar Munitions)
Selected City Tombouctou (30QVDI940454162; (16,770,-3,006)) Q 9 Coalition Fo )
o (| |U ‘ |D\5|ance w | Direction ‘v‘

;z::;n (WGS84) Iggg\f;ﬂnim — It l2oorare | Delete Q Q e Eve nt 2 I nte I’d |Ct| on
R vvorkriow | Attachments | ® 6X SPBIED |
Add new Event Events Categorization C Eve nt 3 : EXp I OS i 0 n

IED-Events associated with this Incident 4
H |Interdml\ol| " ‘ O Primary Event

_ | « 1x SPBIED
Event 1 (primary) ° || iED spezification X

Event2 E

« Event 4. Explosion

Event4 B IED M|n|5 |Y|Max|5 |V|LmkloDel.a|\edV\ew
. Switch Firing Switch Command Operated [ 1X SVB I E D
Event 5 8 - _ |Initiator Electric Commercial Initiator
. (1\ Main Charge High Explosive Improvised Explosive .
EEIEE t w Main Charge High Explosive Commercial Explos o Eve nt 5 U EX I OS I O n
Event7 i 3 ] Power Source Electrical Energy Direct Current L} p
Mk Container Confinement Material
ff " « 1x SVBIED

« Event 6: Explosion
« 1x SVBIED

« Event 7: Interdiction

« 1x Projected IED

f « Event 8: SAF
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Filling the data:
« Allows filling an incident as it happened
« Supports Military Principles
* From basic to details
* From simple to advanced
» Forces the user to structure the data
« Enforces the quasi standard (TEL)
« Enables parallel working/working together

Assessment:
« Everybody has (theoretically) exactly the same information
« Allows filtering the list of incidents by all criteria at the same time
« Example: Incidents
« were IS or TAG allied to IS claimed responsibility,
« with at least <#> KIA or <#> WIA,
« that used an IED that:
« was RC-armed, with VO firing switch,
« and used HME made of Ammonium that was contaminated with Silicium.

. 24
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Data Perspective:

Centralized data with centrally organized attachments/related documents

Real Backup

Performance: Filter that require a high performance are executed with resources of
the database (124 GByte RAM of Server vs. 3 GByte RAM of workstation)
Supports the standard given by Technical Exploitation Lexicon

Modular structure allows assigning responsibilities

Supports our internal exploitation workflow

Accessing the information can still be limited by privileges

Most important: all information is linked, there is no isolated information!
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User Requirements

Adaptable,
Modular,
Highly linked

4

Architecture of

Info-space [:] data base

4

o
N—

Data-
model

N

L7

L7

Exploitation
process

~Standard”
Assessments

Data-
model*
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Module: OMF Region Module: Blue
[magen |
[country |
- | ADm1_|
___[eree—
I Eﬂ
Key Player o
I I
Alias | Relation
Name | Abkiirzung | Kommentar I
Foundlng\'nar lifer | Baﬁgmnalnﬁm-nmn hh:h II*'-'"' 1 — '_J_ll
== (= |[w1[m]|m,~;m||,,,, = (= E
| kg Rabdes, . .
Y Module: Situation
— IED Related Incident
_::?:,mmnd I [w—— | Category | Region | Coord | Unit | FOE| Date-Time | Tactics | Technics | Assessment | Conclusion | Action
Identification
Intent of Actor | Employment || .
— ] Module: Technique
Attachment
Sensor Defeat
Rale of IED
Purpose of
Device
| Anti Personal |
Attack
Geography
Ernviranmmental
Canditions
Incident
Atmaspherics .
Module: Tactic
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The main disadvantage of a relational model is the T T s
direct result of a main advantage: ,Elimination of = =
redundancies “ 1
Name Lat (WGS84) |Lon (WGS 84) Stadt [Lat (WGS84) [Lon (WGS 84)
Brussel 50.833.333 4.333.333 1 50.833.333 4.333.333
Brussels 1

Redundancy :>
Bruxelles

+
ID Name
1| Briussel

SELECT * FROM georeferences.city c 1 Brussels
left join georeferences._cityname cn on cn.cityld=c.id
ahere o dde | 1| Bruxelles

. 2
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SELECT * FROM georeferences.city c
left join georeferences._cityname cn on cn.cityld=c.id
where ¢.id= J

In theory, everybody can directly work at database level; BUT:

SELECT i.date, c.name, al.namewithoutSpecialCharacters, a2.englishName, cn.fullnameND,
GROUP_CONCAT(DISTINCT cl.name) AS Categories, t@.shortcut, i.5ummary,

IFHULL{GROUP COMCAT{DISTINCT lwll.shortcut),™™ ),

ifrull{GROUP COMCAT(DISTINCT 1lwl2.shortcut),™™ ),

ifrull(GROUP COMCAT{DISTINCT blwll.shorteut),™™ ),

1fNull({i.Complexittack,™ ),

1frull(GROUP_CONCAT(DISTINCT blvl2.name),™™),

i.id

FROM iedincident.incident 1

LEFT JOIN georeferences.country ¢ ON i.countryId=c.id

LEFT JOIN georeferences.adml al ON i.admlId=al.id

LEFT JOIN georeferences.adm? 22 ON i.adm2Id=a2.1id

LEFT 10IN georeferences.cityMame cn ON i.citynameId=cn.id

LEFT JCOIN iedincident.event e ON i.id=e.incidentId

LEFT J10IN iedschema.iedtypes ied ON e.id=ied.used&tEvent ].63 -réik)IEBES!
LEFT JOIN iedschema.switch switch ON ied.id=switch.iedid

LEFT J1OIN iedschema.switch_detail 1wl2 1wl2 ON switch.switchlwl2Id=1vlZ2.id

LEFT JOIN iedschema.maincharge charge ON ied.id=charge.iedid

LEFT JOIN iedschema.mainchargedetail 1vll 1wll ON charge.mainchargelvl1Td=1w11.1d
LEFT JOIN tacticaldesign.bearing bearing ON ied.id=bearing.relatedIED

LEFT JOIN tacticaldesign.bearing_lvll blwll ON bearing.bearinglvl1Id=blell.id
LEFT JOIN tacticaldesign.bearing_ 1wl2 blwl2 ON bearing.bearinglvl2Id=blvlZ2.id
LEFT J10IN iedincident.categories cl ON cl.id=e.categoryId

LEFT 10IN iedincident.target t@ ON i.targetId=t@.id

This ,disadvantage” is the direct result of a main advantage: ,Elimination of
redundancies “.

NS =
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)
o= User
Data- | [ ] ;
e Requirements
)

U

[:::] User -
Front End acceptance test

Front End* |:>
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JEGHpIEiEProcess: Requirements > DB & Front End

Adaptable,
Modular,
Highly linked

4

Architecture of Exploitation

Il 10%

30-40%

Standard* User
Data- ’ |::> Data- X
model LJ':] [ Assessments ] R—— [ Requirements ]
N

30-40% user -
Front End L‘l::l acceptance test

U

10% Front End* |:>

BN s
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JEGBIEiE Process: Requirements > DB & Front End

4

Info-space [:] Architecture of [E] Exploitation

data base process
Data- [:] A,,S’[andard‘; Data- L_Jser
model ssessments O Requirements

U

[:] User -
Front End acceptance test

Part of a database, visible for the | 10% Eront End? =
,2normal” end user

BN .
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Problem Description

Solving the Problem

Advantage

Discussion

Backup: Complexity vs. User Friendly
Backup: C-IED Database, ER-Diagrams

Backup: Examples
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j region
id INT(11)

@ continentld INT(11) | — — — — —

“name TEXT

¥
|
|
|
|
|

j cityname
id INT(11)
P ibyId INT{I 1)

>

] countrylanguage ¥
P i i INT(LD)
I @ countryld INT{11)
f———————————————= —l= @ languageld INT(11)
I >
I
I
I
I
I
I
I
I
I :
:] languages v j adm2 v h j locincountry ¥ :] admi v
id INT(11) id INT(11) H id INT(11) id INT(11)
D IS0E39_3 WARCHAR(E) THE — — — = S adm1d INT(1L) — T " T — ¥ Countryld INT{11) _____I___ @ counkryld INT(11)
2 150639_2 W ARCHAR(45) Scountrdd INT(11) b — —— — 1 1 S pame TERT T T 7T ©admi vaARCHAR(LD)
D IS0639_L VARCHAR(AS) |, _ | “lecdame TEXT L _|<FROMGby INTCLL) ___1|___ > combinationFIPSandADM 1 TEXT
“ name Y ARCHAR(Z00) “englishMame TEXT |[H—— —l I o TOCiky INTE11) | “ combinationI30andADM 1 TEXT
> S uni INT{11) I > ————+|——|4 ¥ lekalame TEXT
> I | |  englishMame TEXT
1 |
¥ | Il | & namewithoutSperialCharacters TEXT
| |
|| | ! I >
| country v [ | city |
id INT(L1) i __ _;__I_ ______ ;_ id INT(11) I
< regionld INT(11) I | I : @ countryld INT(11)
* gecnameld INT(11) Pl -[—Jl- —————— ,—4|———\>adm1|d1NT(11)
> fips ¥ ARCHAR(45) I | I | & admzid INT{11)
O 1502Letter VARCHAR(4S) (1 ——————— I Jl —————— “‘+“4‘Q| SUFTINT(11)
O I503Letter VARCHAR{4S) Jl_ JI | 2 DOUBLE
STsONumenc T [ | I 2 lon DOUBLE
¥ name TEXT e Jl | > dms_La DOUBLE
“ capital TEXT I “dms_Lon DOUBLE
 area DOLUBLE w _ ___ _ldirection ¥ —— | | ¥MGRS VARCHAR(15) e _ continent ¥
% population INT{11) id INT(11) 010G ¥ ARCHAR(4S) id INT(11)
& GowernmentForm TEXT — HE— — — — — “ sharteut ¥ ARCHARLS) < Featured ass W ARCHAR] 45) “name TEXT
> @ FullMame ¥ ARCHAR{45) < populationd assifier INT(113 > sbrevigtion TEXT
» % ModificationD ate DATE >
>
= adm2_view

@
W UNLINT(11)

<> Languageld INT(11)

“nameType YARCHAR{Z)
“ shortFarm TEXT
“ssortName TEXT

< fullMame TEXT
FullameND TERT

“modificationDate DATE
>

j aorincountry ¥
id INT(11)

@ countryId INT(11)

“name TEXT
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] function ¥ "] organization ¥
id INT(11) ] ridmTL
@ FunctionType INT{11) I “name VARCHAR{250)
[——- @ personlD INT{11}  — — - — -4 “shortMame ¥ ARCHAR(250)
| @ organizationId IMT{11} | " startDate DATE
[——————————————————————— ———i< ——|
| re———— —— “sstatDate DATE  F———— —H “ endDate DATE
| I I “»endDate DATE “ active TINYINT(1)
| —t————— — —| < description TEXT ~ [———— —IH & description TEXT
| ] r
| I | I . source TEXT >
| . .
| . | > F + 3z &+
"] majorattacks ¥ "] switch_detail_Ivl2 ¥ I N4 "] relationtypes ¥ ] size ¥ ] personalias ¥
id INT(11) id INT(11) | [ id INT(11) id INT(11) id INT(11)
|
@ organizationID IMT(11) “» Detail _Lvll_Id INT(11) I | |___ “name Y ARCHAR{45) — — — — { P organizationID INT{11) | — — — — —}<3 ¥ personID INT{11}
" date DATE “name Y ARCHAR{45) | I | “ description MEDIUMTEXT “rrangeMin INT{11) “name TEXT
|
CKIAINTILL) B —— “scomment TEXT — I i—————l———— »> “rangeMax INT(11) >
WIA INTELL) > | | I B ———— e O size INTE 1)
“»description TEXT | i I I | I I I “ description TEXT
“ source TEXT I | | | I == | “» date DATE
> | | | | | | | | “source TEXT
|
i | * | * ! * * * < citation TEXT
_| countriesoforganization ¥ _l ideologiesoforganization ¥ | _| relation v >
|
I id INT(11) id INT(11) id INT(11)
| @ organizationId INT{11) ¥ organizationI D INT{11} < grouplID INT{11)
I @ countryld INT(11) @ IdeologyID IMT{11} > group2ID INT{11)
| > > 2 bypeOfRelation TMT(11)
I | W | “ date DATE
| I I I “ description TEXT
|
N
| | I | e
| Jl_ | I |
| |
F ) F | #
"] person ¥ "] organizationalias ¥ "] ideclogy ¥ I ] functiontypes ¥
id INT(11) id INT(11) id INT(11) | id INT(11)
“name TEXT @ organizationID IMT(11) “name TEXT I “name Y ARCHAR{45)
O dateofgitth DATE | % name TEXT T T [ Ccomment TEXT [ © description TEXT
> dateOfDeath DATE  date DATE > >
> “» description TEXT
. source TEXT
»>

NN .



_ ] tacticaldesign ¥
Cid INT(11)

2 usedatincident TMT(11)

< usedByOMF INT(11)

2 usedInCounkry INT(11)

< report_rtf TEXT

< report_plain TEXT

> assessment_rtf TEXT

> assessment_plan TEXT

< conclusion_rtf TERT

2 conclusion_plain TEXT

> relatedskretch TEXT

2 insertDate DATETIME

“» updateDate DATETIME

2 deleted Y ARCHAR(45)

T —i

" | bearing_IWl1 ¥

id INT(11)
@ categoryId INT(11)
2 name Y ARCHAR(45)

“ shorkout Y ARCHAR( 10)
>

1.
i
=
"] roleofied ¥

id INT(11)
& name Y ARCHAR4E) — — —}
>

e

| bearing v
Cid INT{LL)

& TacticID INT{11)

< relatedIED INT(11)

O roleOFIEDI INT(11)

v

< BearingCategoryld INT(11)
< Bearinglyvl1Id INT(11)
< BearingLyvl2Id INT(11)

|

|

|
o comment TEXT lj

| bearing_Ivl2 ¥
Cid INT(L1)
@ BearingLvl1Id INT(11)
¥ name YARCHAR{45)

| 2

_| bearing_category ¥
Vid INT(11)
“¥ name ¥ ARCHAR(4S)
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fm————— =k

A
“Jinitiator_category ¥ "] enhancement v
IdINT(11) IdINT(LL)
 name VARCHAR(45) T e Ty ]
> < EnhancementCategoryld INT(L1)

EnhancementLy11d INT(11)
EnhancementL2id INT(11)

> comment TEXT

] mainchargexhme ¥ ] maincharge_category ¥

id INT(11) id INT(LL)
@MainChargeld INTELL) sy | @ name VARCHAR(45) .
O HMEL INT(11) »

© percentageMin DOLBLE

© percentageMax DOUBLE
© comm ek TEXT

"l iedtypes v
id INT(11)

O usedAEvent INT{11)

O usedByOMF INT(11)
© usedInCountry NT( 1)
insertDate DATETIME

_ enhancement_detaillvi2 ¥

id INT(11)
@ enhancement_kl11d INT(11)

Rt e ¥ARCHAR(45)

" switch_detail_ivl2 ¥

idInT(11)
@ Caegoryld INT(LL)

@ riatnie Y ARCHAR(4S)

_J enhancements_category ¥

idINT(L1)
name VARCHAR(45)

< comm enk TEXT

" switch v
id INT(11)
PiedID INTI11)

<

> 2 SwitchCategomID INT(11)

© switchll11d THT(1L)

© shortcut ¥ ARCHARY 10)

 switchl21d THT(LL)

»

¥ updateDate DATETIME
 deleted Y ARCHAR(4S)

 switchl 31d THT(LL)

< comment TEXT

S min INT(11)
O max INT(11)

b __

"] mainchargedetail _Ivl2 ¥
id INTC11)

P INT(LL)

¥ Mame VARCHAR{100)

" switch_category ¥

_F v
i
1l I

] hmecomponents v

¥ -
|
|

id INT(11)

idINT(11)

|
 name Y ARCHAR(4S) }
»

 name VARCHAR{LOD}

I >

© chemicalFormula ¥ARCHAR{45)

L

T
!
|
|
|
|
|

-

" powersource_detaillvi2
id INT (L)

 detalld LI INT(11)

% name VARCHAR{45)

>

"l initiator_lvi2 ¥
id INT{11)

| initiator_Ivll ¥

id INT(11)
& name ¥ ARCHAR{45)
»

-

] switch_detail_lvl3 ¥
id INT(11)

@ switch_detail_litid INT(11)
name W ARCHAR{45)

“comment TEXT

| powersource_detaillvil ¥
id INT(11)

& category INT(11)

 name ¥ARCHAR(4S)

id INT(11)
& name Y ARCHAR(45)

S —————1

(N
] enhancement_detaillvl1 ¥

————

] container_detailvll ¥

| mainchargedetail_Ivl1 ¥

¥ name Y ARCHAR(45) |

"Jinitiator v
id INT{11)

"] container v
idINT(11)

PiedID INT(11)
© InitistorCategoryld INT(11)

Piedid INT(11)
O cantainerCategonyd INT(LL)

“initiatorLylld INT(11)
initiatorLviald INT(11)

< containerly1_11d INT(11)
© cantainer v 1_iText TEXT

> comment TEXT

»

—- _] powersource_category ¥ —=

S

< containerly1_21d INT(11)
> containerLw1_2Text TEXT
> contaimerlW1_3Id INT(11)
 containerL 1 _3Text TEXT

 comment TEXT

id INT(11) || idINT (it 7 id INTEH) id INT(11) — i
—| H
@ category_id INT(11) ¥ name YARCHAR(4S) @ MainchargeCategoryd INTELLY  name ¥ARCHAR(4S)
& name Y ARCHAR(4S) L "] name ¥ ARCHAR{45) i Indexes [ —+
L= S
>  shortCut VARCHAR{45) F [ .
H > |
I 1
[ - T - '
I 1
N ! [ <
! I
11 | | I
At — — | —
] attachment ¥ ] powersowrce v ] container_category ¥ ] mainchargedetail W3 ¥ }
id NT(11) id INT(LL) id INT(11) id INT(11) |
1@ relatedTolED INT(11) e @iedID INTEL) — — 1 ¥ name YARCHAR(4S) —igenzd mray !

 bypeld INT{11)
© path Y ARCHAR(200)
>

 PowerSaurceCategondd TNT(11)
 PowerSourcelvlLTd INT(11)

© PowerSourcelvizld INT(11)

< comment TEXT

 Wamne YARCHARLOD)

] maincharge v
id INT (L)
PiediD INT(LL)

™ © mainChargetaegoryld INT(11)
| O mainChargeLv/1ld INT(11}

> mainChargeLvl2ld INT(11}
© mainChargeLvl3ld INT{11)
> weighttin DOLBLE

© weightm = DOUBLE

> comment TEXT
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| @ shamcrezean NTI1)

"INt

@ tamplaesd (1)
w4 (L)

S ModdatonT ypeTd TT{LL)
© IrfomaticnTypeld INTE11)
> MiliplesingTypeld IIT(11)
 BadWidth DECIMAL(0,3)
 Camment TEAT

 showcriscreen INT(11)

"IN

R E—

T
@ chid (1)
 Intendsd el WT(11)

CdmT
s WARCHAR 45)

Fid T

Cd T

Sercobing VARCHAR(10)
 showOnScreen INTIL)

Fidmr L) b

 rama VARCHAR{100)
 imerceciseld INT(11)

©mnsType INT{LL)

@ guaEhL 06 PITC1 1)
O switchiol 114 BITEA 1)
 swchiizid T}

=
Sunit INT{LL)

 switchiodatd BTCA1)

S | At
T n

:

1

Fid T

© swhiiond BITEA1)

Vi

reportTypadd INT(LTY
=

@ mecheaond (1) | —

—%

i W11

ModulsinTypeld NT(11) |
> Agnallypeld INT(11)
ot alionTypeld NTE11)
)

f

abighsiogTyosld NTH1E)

sistald T 11

© driernaTipeld NT(1L)

| eoredord INTI1 1)

Sunith T

)
(SN

* diam ter DECIMA(30,3) [T
Suniiz T

> Comment TERT

>

swtchLdate DT 11)
S swsbL NG TAT(1L)
w2 AT
O sk DT
eI THTCLL)
S mepert TEXT

> sspssment TEAT
 Cenchusion TEXT
 dulated INT(1)

> gan 0ECMA(103)
SUnea B(11)
s Cammert TET

@ tomplesd (11}
@ eomponent1d INTEL 1)
 componetD e INT(11)
> commen TEXT

RN
@ st etd IT(11)
bl T

T
@ eatagorytd INT(11)

|

»
B

1
|
|
1
1
|
|
I
1

O commert TEXT
5 chomriScreen INT(11)

 chomCriscrmen INTI1 1)

AT
@ speckentd (1)
< signaTypetd NT(11)
O signalitid mT(11)
 selue DECMAL(10,3)
St (13

Ty
v et (1)

> Channel 4TI 11)

S ochaonsl IET{L1)
fauency DECTHALLI0,3)
St BT
psefom ie DECIMAL(1O3)
St w11}

 mvme VAACHAR[SS)
>

@ sith_34 HTC11)
>

Fid T

@ eatagory v NT(11)
£

[ e

T
@tk T
G pehereaTyetd WY
S ankanrd 19 TR 1)
@ connectorld INT(11]

> damae DECOAL10,3)
i gan CECHAL(IDY)

> perfonm ance DECBA(10.3)

Fid T

Sunit T}
 comment TEXT

FiawT

Ajnummrw i)

 Tdmntiicaboitahse UARCHIR(45)

sgnaTypsld (3
sgratitzd B

SunitINT(LL)
> vadus DEMAL(10,3)

S Fidmnan siawan Hianran T
wr T T 5 riame WARCHAR(45) 1 @wcspecthestd WT(11)
Seomm et TEXT man | ! > Chreel T
| H S—
1 B e T )
i i Sunt w111}
7 | 2 pefortance CECPAL103)
i S ]
! i > Cammerk TEXT
- i
i
S sianran riaman ==4-- T —HS amTan
*antmnaipe PI(1E)
el DECTHALLID
) Surtt T H
frequeney? DECIMALL10,3) T fequency? DECIMAL(L,3) I i 1
Suriz BT} Sz Q) . ! !
SParormanes DECMAL03) D — ik requency DECMA (10,3 Vol | |
et wa) 1 Suns A1) Pl ! !
! Peromancs DECTMAL(103) o ! !
————— Suries megLy) [ I I
! > commrd TEAT [
1
R e | iaman amman “pman
B — TV E R rame TexT  rame vaBCHBAIYS) S espeaticad mrias) — i instant petd BT (21)
conment TEAT » » S meSToon IT(11) el TG 1)
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_ | iedcategories ¥
id INT(11)
2 Mame YARCHAR(45)
»>

_| attachment ¥
id INT{11)
“#incidentId INT{11} I
> typeld INT(11) -
- path YARCHARCZ00)
>

r—H7

_| targetcategory ¥

id IMT{11)
2 name Y ARCHAR(45)
»>

j incident v
id INT(11)

< CountryId INT11)

< ADMLId INT(11)

< ADMET INT(11)

< CityId TNT(11)

CityMameld INT(11)

SLOCI INTE1L)

< AORId TNT(11)

- ExactPoink TIMYINT(1)

-+ distanceToPaint DEQMAL(S,2)

< distancelnit INT{11)

< DirecionToPointId INT{11)

s Lat DECIMAL(10,6)

- Lon DEIMAL{10,6)

2 MERS Y ARCHARI4S)

- Date DATETIME

< aummary TEXT

< TargetId INT(11)

< KindOFfT arget INT(11)

< SpecifckindafT arget TNT{11)

HighLaw IMNT(1)

O Type INT{11)

2 TargebComment YARHAR125)

< OMF INT(11)

- Complescicback TIMNYINT(1)

2 delsted TINYINT( 1)

< insertDate DATETIME

- updateDabte DATETIME

j specifickindoftarget ¥
id INT{11)
@ countryId IMT(11)
If| ¥ kindOfT argetld INT(11)
2 Sharkeut Y ARCHAR{45)
 Mame WARCH AR(45)

j target v
id INT( 11}
“ shortout W ARCHAR] 450
P name WARCHAR{4S)
>

BB
|
|
|

- | casualty ¥
idINT(11)  ———— —1
@ eventId INT(11)
Ptargetld INT{11)
CloTId INTE11)
&EkoTId INT{11) |
) B ——
Bl < kia INT(11)
Dwia TMTELL)

>

j event v
id INT{11)

@ IncidentId INT(11)

< Cabegoryld INT{11)

- PrimaryvEvent TINYINT(1)

-~ Comment TERT

2 deleted TINYINT(L1)

+T——
j categories ¥
id INT{11}
“ name ¥ ARCHAR(45)
>

I
I
[
I
[
I
| ¥

_ | kindoftarget ¥

id INT(11)
@ targetId INT(11)
2 shorbout W ARCHARDS)

(—— | 4 name Y ARCHARAS)

»>
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CREATE TABLE “country” (
id” int(11) NOT NULL AUTO_INCREMENT,
‘regionid” int(11) DEFAULT NULL,
‘geonameld” int(11) DEFAULT NULL,
“fips® varchar(45) DEFAULT NULL,
"ISO2Letter” varchar(45) NOT NULL,
"ISO3Letter” varchar(45) NOT NULL,
"ISONumeric™ int(11) NOT NULL,
‘name” text NOT NULL,
“capital” text,
"area’ double NOT NULL,
‘population” int(11) NOT NULL,
"GovernmentForm™ text NOT NULL,
PRIMARY KEY ('id"),
KEY “country2Region_idx" (‘regionid’),
CONSTRAINT "Country2Region” FOREIGN KEY (‘regionid’)
REFERENCES ‘region” (id") ON DELETE NO ACTION ON UPDATE NO ACTION

I i
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Problem Description

Solving the Problem

Advantage

Discussion

Backup: Complexity vs. User Friendly
Backup: C-IED Database, ER-Diagrams

Backup: Examples
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RC HME

Command Non-Electric High Exp Electrical

[
|
Details {1 _|Detals Details {

I
I

L] L

Victime | Electric Low Exp I Mechanical _Commarcial |

| , I: | . | * Defining components
| Details | Detail I Detail |
] Is |t | Details ] _| etails | ' | separately

* “Construction kit”

O
®

—+
=
n

—

Details

g e

Configur. E
. | For example: IED with
1 _| LA L | 1 arming switch (RC)
I I I « 2 redundant firing switches
* Initiator
» Booster (CO9H1806)
« HME: Ammonium Nitrate
 Enhancement

Switch Initiator Main Charge | | Power Source [

47




VS-NUR FUR DEN DIENSTGEBRAUCH
Weitergabe an NATO/EU

Storing IED Type, referencing Country: Afghanistan

| Initiator | Main Charge | PowerSource | Container | Enhancement

I oo Consumermectones |

| Pull | | Hand Held Radio |
Firing Switch
5 _ | Hon-Hand Held Radio |
W | Time Operated |
1 n | Cordless Phone |
T | Optical |
¥ | moblepnone
W g Swich
| Active Infrared |
| Custom RC |
| B TS (O | | Command Projectile |
Telemetry

RC Specific Information

Pressure Release

Pressure/Pressure Relea... | Crush Wire |

Sensor

Time Operated

TOoH— 5"

Arming Switch Tension Release

Collapsing Circuit | Tube |

RC Specific Information |

Membrane Switch

Add new Switch
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Storing IED Type, referencing Country: Afghanistan

| Switch [ Initiator | Main Charge [ PowerSource | Container | Enhancement

'—ﬁi]\ _| Commercial Explosives | | Explosive Compounds ‘20 st ‘“9

7]
M |
A
|
H | Low Explosive | Military Explosives |
C
H | Explosive Mixtures (FOX)
A
R : :
E

HME Specific Information

[ Switch [ Initiator | Power Source | Container | Enhancement | Bearing
Ammonium Kitrat Fuel Oil (AnFO) w200 |*loa0 | KO —
HME Components:
1 7< |Ammonium Nitrate NHANO3 ¥ |70 |:[72 | %
= X |Auminiumal -] HE | %
X Mineraldl - |25 |:[29 | %
Contaminations: I
4  X|Esenre RaE |:[3 | mafl
4
Add new HME Configuration | Z
1] Il [Tr]
General Information
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IED-128 10 Dec 15 Up  |Level 2 Report -
3axt Text -
25.1xt Text -
13.txt Text -

1.txt Text -
zeitlicher Verlauf.m Video -
Folie1.PHG Click to select type |«

« Attachments are organized
by the database !

Attach new Image

4 Il [»

SN«
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=] o] & [l
WHAT =Category of IED Incident=
'WHEN =Date Time Group= i
) @ i CustomRC : RET.2mod : KLK | Consumer Electronics »
WHERE Country, ADMT, ADMZ, CITY (T known) Hand Held Radio »
Bearing Ernployment, Emplacement, Attachrment | N
Hon-Hand Held Radio
witch - Fiting Switch(CGommand Operated Radio Contralled) Select Template @
Cordless Phone 3
Hardware | Signal | Mabile Phone :
Custom RC ¥ RFT-2 mod b KLK b 400 C
Select Intended U ificati RC Components
ele ended Use |v Add Identification/ Number/ Code Initiatien Telemetry SpiderMod ¥ KL-S34 | 120%| LA
|| Direct Initiation WiCR ¥ BT-01 201»
[] Relay Switch
[ ] UNK
Pawer Source Categories
= g q
At evor 1 Vit Motor « 5 level, hierarchical
[ ] Buzzer St o o
: « 1stlevel is defined by WIT
[ Display evel IS aelne ,
o SWITCH, right of RC
, right o

« Combined with templates to
reduce manual input

Add Antenna

ReportiDesriptioh

Conclusion
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2 =N =R
Information about the IED-Incident & m Link to
link to access full incident information  [sws emes o ot it R ’ﬂ attachments
Hamwarerg.g,.m | ........................................................................................................................................ ;"u::::f:hz::"e : ...........................................................

IS;eended [der:;jg?t'on g"t'auon Additional RC-Components
: power | * RFM, HOPE RFM 211 A

* Serial * Microcontroller, PT2272

RC-Report/-Attachments * Voltage Regulator, 7805

» Signal Pattern

« ACME

Antenna

*  Type (Wire)

» Sub-Type (Short Dipol)

« Connector

* Length/Diameter/Gain

ReportiDesriptioh

Conclusion
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.lél E=n| = u
e B CustomRC : RFT-Zmod : KLK : 400 : LA
WHERE =Country, ADMT, ADMZ, CITY {if known)= : RFT- 3 g 2
Bearing Emmplovinent, Emplacement, Attachrnent — ” | |
Switch - Firing Switch(Gommand Operated, Radio Controlled) e - @
Hardware | Signal |
Add Modulation

‘ Single Frequency (ies) | ‘ Frequency Range(s) | | Mobile Hetwork Standard(s)

Add Single Frequency

Sighal Properties

Report/Destiption

Conclusion
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. Lo |l c el
e et o1 CustomRC : RFT-2mod : KLK : 400 : LA
WHERE =Country, ADMT, ADM2, CITY (f known)> : RFT- : : :
Bearing Emmplovinent, Emplacement, Attachrnent — ” | |
Switch - Firing Switch(Gommand Operated, Radio Controlled) e - @
[ Hardware | Signal |
F Add Modulation

» Set of Single Frequencies
* Set of Bandwidths
» Set of Mobile Network Standards

« Bandwidth

* Modulation (Amplitude)

* Information Type (Telemetry)
* Multiplexing (Code Multiplex)

Signal Properties
* Up-, Down-, Transmission Time
* Tolerance

* Description
+ Assessment
* Conclusion

Conclusion
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Person

Category
I
Key Player

- ID
« Name
* Position

| |
Alias Relation

Country
l

ADM1
|

ADM2
|

City

Founding Year | Founder

Background information

KeyPlayer Area of

Ideology Name Relation with
other OMF

Operation

Activity/
[ED Incident
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-| [12 A
__ /R BT VLA
| General Information | Tactical Procedures

ReportDesription Tactical Characterization
* Linked to IED-Incident

default ‘ hd ‘

Description

1]

Assessment

Conclusion

Conclusion
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l/ Search | EJ Incident 8 |
Country qnfghanis‘lan * | Kundil Tepah Start 0101 2017 ’_| URIEE @i lless (s (=
ADM1 M eann - o Tactic: Suicide IED |
End .
HMA22m7 Tech : HME
ADM2 not selected - e n!que U
City (Referencing ADMT) |\~ Technique: RC IED O
) General: Inages/Movies ||
Incidents related to Balkh
Date Country ADM 1 ADM 2 City Category Target Summary
Afghanistan Balkh Chimtal
Afghanistan Balkh
Afghanistan Ealkh
Afghanistan Balkh
Afghanistan Balkh Chimtal kundil Tepah
Afghanistan BEalkh fazar-a Sharif
Afghanistan Balkh Mazar-e Sharif
Afghanistan Ealkh fazar-e Sharif
Afghanistan Balkh Ab Darah
Afghanistan Balkh Abpartow
Afghanistan BEalkh fazar-a Sharif
Afghanistan Balkh Chahar Balak
Afghanistan Ealkh Ab-e Tal
Afghanistan Balkh Mazar-a Sharif

List of matching IED-Incidents

* Review
+ Technic (including RC and HME)
+ Tactic

* Delete

* Export
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2]
[ search " EJ Incident 8

[E=1 EEH Ex3)

IED-Incident

Information E!IS

IED-Event

Events Cateq

Category

1 pificati

ian

IED Specification

SWITCTT FITTT SWeTCIT  COTTIT AT I ETHET

Tactical Characterization  Primary Methode of Emplacement  Surface  Suicide |

Casualties

Armed Eorce

Casualty

n
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L] =5 ER =5
[ search " EJ Incident 8
r
WHEN WHAT happend Complex Attack
Country -]
04.04.2016 ba.nub
AOR not selected - \AHO attacked
LOC/Route not selected hd Al Qaeda | hd |
ADM1 Balkh - WHOMVHAT was attacked
ADM2 Chimtal - Infrastructure -] High Value
City (Referencing ADM1) | Armed Forces -
Selected City Kundil Tepah Security Force -
o O | | Afghan National Arry -
Lati1 on (WG584) ‘ ! Delete
MGRS

Information LAﬂachmEnts ‘

Add new Event o
Events Categorization
IED-Events associated with this Incident
Explosion Primary Event
Event 1
|IED Spezification
Event 2
Add new IED
IED ™Min |1 |v| Max |1 |v hink to Detailed View
| Switch Firing Swittch  Command Operated | |
Tactical Characterization  Primary Wethode of Emplacement  Surface  Suicide | |

=

Casualties

Armed Forces Security Force Afghan Mational Army Wi 3 ‘KIA |1 |

- |

B .



